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Washington Privacy Act 2021 - Overview 
Senator Reuven Carlyle 

CONSUMER PERSONAL DATA - PRIVATE SECTOR 
• Applies to legal entities that conduct business targeted to Washington residents and: 

o Control or process personal data of more 
than 100,000 consumers during a calendar 
year; or 

o Derive over 25 percent of gross revenue from the 
sale of personal data and process or control the 
personal data of over 25,000 consumers 

 
• Does not apply to: 

o state agencies, local governments, or tribes 
o nonprofit corporations 
o institutions of higher education 
o municipal corporations 

o personal data governed by certain state and federal 
regulations 

o employment records 

 
• Provides consumers with rights regarding their personal data:  

o Access  
o Correction  
o Deletion 
o Data portability  

o Opt-out of the processing of personal data for the 
purposes of targeted advertising, the sale of 
personal data, and profiling in furtherance of 
decisions that produce legal effects 

 
• Specifies controller responsibilities of: 

o Transparency 
o Purpose specification 
o Data minimization 
o Avoid secondary use 
o Security 

o Nondiscrimination 
o Antiretaliation 
o Sensitive data 
o Nonwaiver of consumer rights 

 
• Requires data protection assessments for the following activities: 

o Processing for targeted advertising 
o Sale of personal data 
o Processing for purposes of profiling where 

reasonably foreseeable risks are present 

o Processing of sensitive data 
o Any processing activities that present heightened 

risk of harm to consumers 

 
• Specifies limitations for when the obligations imposed on controllers or processors under this chapter do not restrict 

a controller or processor, i.e., complying with federal, state, or local laws 
 

• Authorizes sole Attorney General (AG) enforcement under the Consumer Protection Act (CPA) 
o Provides a 30-day cure period o Prescribes penalties of up to $7,500 per violation if 

violation continues after cure 
 

• Requires the AG to submit a report by July 1, 2022, evaluating the liability and enforcement provisions 
 

• Preempts local regulations regarding the processing of personal data, except for those in effect as of July 1, 2020 
 

• Provides an effective date of 120 days after enactment  
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DATA PROCESSESD FOR A PUBLIC HEALTH EMERGENCY - PRIVATE AND PUBLIC SECTOR 
BILL SECTION PRIVATE SECTOR PUBLIC SECTOR 

SCOPE Regulates covered data processed for a 
covered process 
 
Covered data includes personal data and one 
or more of the following: specific geolocation 
data, proximity data, or personal health data. 
 
Covered purpose means processing of covered 
data for automated contact tracing purposes 
related to a state of emergency declared by 
the governor pursuant to current law 

Same as PRIVATE SECTOR provisions 
 

PROHIBITIONS 
 

Regarding covered data, it is unlawful to: 
• Process data unless an individual is 

provided notice and the individual 
provides consent 

• Disclose data to law enforcement 
• Sell data 
• Share covered data unless such sharing is 

governed by a contract 
 

Same as PRIVATE SECTOR provisions 
 

CONSUMER RIGHTS 
 

• Confirm processing data and access data 
• Opt-out of processing 
• Correction 
• Deletion 
 

Provisions do not apply to PUBLIC SECTOR 
 

CONTROLLER 
RESPONSIBILITIES 
 

• Comply with a request to exercise a right 
• Provide a privacy notice 
• Limit collection of data to what is required  
• Secure covered data 
• Delete or deidentify covered data when it 

is no longer needed for a covered purpose 
• Nondiscrimination 

 

• Similar to PRIVATE SECTOR provisions 
• Does not include provision related to 

comply with a request to exercise a 
right (Consumer Rights do not apply to 
PUBLIC SECTOR) 

 

LIMITATIONS 
 

• Specifies exemptions for complying with 
current law and research 

 

Same as PRIVATE SECTOR provisions 
 

ENFORCEMENT 
 

• Authorizes sole AG enforcement under the 
CPA 

• Provides a 30-day cure period; prescribes 
penalties of up to $7,500 per violation if 
violation continues after notifying an 
individual of cure 

 

• Specifies that any individual injured by 
a violation of this chapter may institute 
a civil action to recover damages 

• Provides that any controller that 
violates this chapter may be enjoined 

PREEMPTION Preempts local regulations regarding the 
processing of covered data, except for those in 
effect as of July 1, 2020 
 

Provisions do not apply to PUBLIC SECTOR 
 

EFFECTIVE DATE Immediately Same as PRIVATE SECTOR provisions 
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Comparison of 2SSB 6281, CCPA, CPRA, and the Washington Privacy Act 2021 

 

Bill Section 
2SSB 6281 Management and 

oversight of personal data (2020) 
Senator Carlyle 

California Consumer 
Protection Act (CCPA) 

Consumer Privacy Rights Act 
(CPRA) 

Washington Privacy Act 2021 
Senator Carlyle 

PERSONAL DATA PRIVACY REGULATIONS - PRIVATE SECTOR 
Jurisdictional 
Scope 

Applies to legal entities that 
conduct business or produce 
products that are targeted to WA 
residents and: 
• Control data for over 100,000 

consumers during a calendar 
year; or 

• Derive over 50% of revenue 
from the sale of data and 
process personal data of over 
25,000 consumers 

 
Exemptions: 
Specified entities and data: 
• State agencies, local 

governments, or tribes; 
• Municipal corporations; 
• Personal data regulated by 

certain federal and state 
regulations such as HIPAA, 
FCRA, GLBA, DPPA, FERPA, 
and COPPA parental consent 

• Employment records 

For profit businesses that 
collect and control California 
resident personal information 
and: 
• Has gross annual revenues 

over $25 million; 
• Control information of 

50,000 or more CA 
residents, households, or 
devices; or 

• Derive 50% or more of 
annual revenues from 
selling CA resident data 

 
Exemptions: 
Similar to 2SSB 6281 
 
 
 
 
 
 
 
 
 
 

 

For profit businesses that collect 
and control CA resident personal 
information (PI) and: 
• As of January 1, of the 

calendar year, had gross 
revenues over $25 million in 
the preceding calendar year; 

• Annually buys, sells, or 
shares PI of over 100,000 
consumers or households; 
or 

• Derives 50% or more of 
revenue from selling or 
sharing consumer's PI 

 
Exemptions: 
• PI regulated by federal and 

state regulations such as 
HIPAA, FCRA, GLBA, DPPA, 
and vehicle information for 
warranty purposes 

• PI collected for job 
applications and 
employment records 
(expires) 

Applies to legal entities that conduct 
business or produce products that 
are targeted to WA residents and: 
• Control data for over 100,000 

consumers during a calendar 
year; or 

• Derive over 25% of revenue from 
the sale of data and process 
personal data of over 25,000 
consumers 

 
Exemptions: 
Same as 2SSB 6281 with the addition 
of: 
• Institutions of higher education 
• Nonprofit organizations 
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Bill Section 
2SSB 6281 Management and 

oversight of personal data (2020) 
Senator Carlyle 

California Consumer 
Protection Act (CCPA) 

Consumer Privacy Rights Act 
(CPRA) 

Washington Privacy Act 2021 
Senator Carlyle 

Responsibility 
Roles 
 
 
 
 
 
 

 

• Specifies controllers 
obligations and contract 
requirements 

• Requires processors to follow 
controller instructions 

• Prescribes processors 
assistance requirements and 
responsibilities 

Similar to 2SSB 6281 Similar to 2SSB 6281 Same as 2SSB 6281 
 
 
 
 
 
 

 

Consumer 
Rights 

• Access 
• Correction 
• Deletion 
• Data portability 
• Opt out of the processing of 

personal data for the 
purposes of targeted 
advertising, the sale of 
personal data, or to profiling 
in furtherance of decisions 
that have legal effects 

• Requires controllers to 
establish an internal appeals 
process 

 

• Request what personal 
data a business has about 
them, source, purpose and 
whether it is being 
disclosed or sold 

• Delete personal data with 
certain exceptions 

• Opt out to the sale of 
personal data by using a 
link titled “Do Not Sell My 
Personal Information” on 
the business home page 

• Access 
• Correction 
• Delete - business must 

notify third parties it shared 
data 

• Know what PI is sold or 
shared and to whom 

• Opt-out of sale or sharing 
• Limit use and disclosure of 

sensitive PI 
• Exercise rights through self-

serve tools and without 
being penalized 

Same as 2SSB 6281 

Responsibilities 
of Controllers 

• Transparency 
• Purpose specification 
• Data minimization 
• Avoid secondary use 
• Security 
• Sensitive data 
• Nondiscrimination 
 

• Requires a privacy notice 
• Requires businesses to 

have a prominent opt out 
link on website home page 

• Similar to 2SSB 6281, i.e., 
disclosure of categories of 
data collected, purpose, and 
retention policies 

• Prohibits retaliation for 
exercising any right 

 

Similar to 2SSB 6281 
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Bill Section 
2SSB 6281 Management and 

oversight of personal data (2020) 
Senator Carlyle 

California Consumer 
Protection Act (CCPA) 

Consumer Privacy Rights Act 
(CPRA) 

Washington Privacy Act 2021 
Senator Carlyle 

Data 
Protection 
Assessment 
(DPA) 

• Specifies DPA scope and 
requirements 

• Provides that DPAs conducted 
pursuant to other laws may 
qualify for compliance 
 

- Requires business to submit risk 
assessments to the California 
Privacy Protection Agency 
(agency established in CPRA) 

Same as 2SSB 6281 

Compliance Authorizes the attorney general 
(AG) to request a DPA relevant to 
an investigation; AG may evaluate 
compliance with controller 
responsibilities and other laws 
 

Authorizes the AG to monitor 
compliance 

Authorizes the AG to monitor 
compliance 

Same as 2SSB 6281 

Deidentified 
Data and 
Pseudonymous 
Data 

Requires controllers or processors 
that use deidentified data to 
exercise oversight to monitor 
compliance with any contractual 
commitments 
 

Reference in definitions References in definitions and AG 
rulemaking 

Same as 2SSB 6281 

Limitations and 
Applicability 

Specifies that the obligations 
imposed on controllers and 
processors do not restrict their 
ability to, amongst other things, 
comply with current laws and 
regulations 

Similar to 2SSB 6281 Similar to 2SSB 6281 Same as 2SSB 6281 

Preemption Preempts local regulations 
regarding the processing of 
personal data by controller or 
processors 

Preempts city, county, or local 
agency regulations regarding 
the collection and sale of 
consumers' personal 
information by a business 

Preempts all regulations by a 
city, county, city and county, 
municipality, or local agency 
regarding the collection and sale 
of consumer's PI by a business 

• Same as 2SSB 6281 
• Adds exemption for local 

regulations in effect as of July 1, 
2020 

Liability • Prohibits use of chapter as 
basis for a private right of 
action (PRA) 

• Allocates liability according to 
principles of comparative fault 

- - Same as 2SSB 6281 
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Bill Section 
2SSB 6281 Management and 

oversight of personal data (2020) 
Senator Carlyle 

California Consumer 
Protection Act (CCPA) 

Consumer Privacy Rights Act 
(CPRA) 

Washington Privacy Act 2021 
Senator Carlyle 

Enforcement • Provides sole AG enforcement 
• Prescribes penalties of $7,500 

each violation 

• Provides AG enforcement 
• Prescribes penalties of 

$2,500 each violation and 
$7,500 each intentional 
violation 

• Authorizes PRA for certain 
unauthorized access and 
exfiltration, theft, or 
disclosure of a consumer’s 
nonencrypted PI  

• Creates the California 
Privacy Protection Agency 

• Adds to AG authority 
• Maintain CCPA penalties 
• Prescribes penalties of 

$7,500 for each violation 
related to minors 

• Authorizes PRA for 
unauthorized access and 
disclosure of nonencrypted 
PI 

 

• Provides sole AG enforcement 
under the Consumer Protection 
Act (CPA) 

• Provides a 30-day cure period; 
prescribes penalties of up to 
$7,500 per violation if violation 
continues after notifying a 
consumer of cure 

 

Facial 
Recognition 
(FR) 
Private Sector 

Provides regulatory framework, 
including: 
• Independent testing 
• Meaningful human review 

prior to making decisions with 
legal effect 

• Consent prior to enrolling an 
image 

• Prohibits disclosure to law 
enforcement, exceptions 
apply 

 

- - - 

Reports Requires the AG to evaluate the 
liability and enforcement 
 

- - - 

Effective Date July 31, 2021 January 1, 2020 • CPRA applies to data 
collected after January 1, 
2022 

• CCPA remains in effect until 
January 1, 2023 

 

120 days after enactment 
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2SSB 6281, CCPA, and CPRA do not include provisions related to data privacy regarding a public health emergency. 

Washington Privacy Act 2021 (DRAFT) 
Senator Carlyle 

Bill Sections DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY 
PRIVATE SECTOR 

DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY 
PUBLIC SECTOR 

Scope Applies to controllers and processors that process covered data for 
a covered purpose. 
Covered data - Personal data and one or more of the following:  
specific geolocation data, proximity data, or personal health data 
Covered purpose - Processing of covered data concerning an 
individual for automated contact tracing related to a state of 
emergency declared by the governor pursuant to current law 

Same as DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY - 
PRIVATE SECTOR 
 
Exempts current public health contact tracing processes 
 

Prohibitions Regarding processing of covered date for a covered purpose, it is 
unlawful to: 
• Process unless provide a privacy notice and obtain consent 
• Disclose data to law enforcement 
• Sell covered data 
• Share data unless governed by a contract 

Same as DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY - 
PRIVATE SECTOR 

 

Consumer Rights • Opt-out of processing        
• Access 

• Correct inaccurate data 
• Deletion 

Does not apply to PUBLIC SECTOR 
 

Responsibility 
Roles 

Same as 2SSB 6281 Similar to 2SSB 6281 

Responsibilities 
of Controllers 

• Transparency 
• Purpose specification 
• Data minimization 

• Avoid secondary use 
• Security 
• Deletion 

Same as DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY - 
PRIVATE SECTOR 

 
Limitations and 
Applicability 

Specifies that the obligations do not restrict ability: 
• to comply with current laws and regulations; or 
• process deidentified data for research in the public interest 

Same as DATA PRIVACY REGARDING PUBLIC HEALTH EMERGENCY - 
PRIVATE SECTOR 

 
Enforcement • Provides sole AG enforcement under the CPA 

• Provides a 30-day cure period; prescribes penalties of up to 
$7,500 per violation if violation continues after cure 

• Specifies that any individual injured by a violation of this chapter 
may institute a civil action 

• Provides that a controller that violates this chapter may be enjoined 
Preemption Same as 2SSB 6281 

Adds exemption for local regulations in effect as of July 1, 2020 
Does not apply to PUBLIC SECTOR 
 

Effective data Immediately Immediately 
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Provision 

COVID-19 Consumer Data 
Protection Act of 2020 
Senator Wicker [R-MS] 

Public Health Emergency 
Privacy Act 

Senator Blumenthal [D-CT] 

Exposure Notification 
Privacy Act 

Senator Cantwell [D-WA] 

Washington Privacy Act 
2021 

Senator Carlyle 
1 Applies to private sector X  X  X X 
2 Applies to public sector  X  X 
3 Covered data Geolocation, proximity, 

and health data, and 
persistent identifiers 

Geolocation, proximity, 
diagnosis, and demographic 

data and contact logs 

Data collected with an 
automated exposure 
notification service 

Personal data and geolocation, 
proximity, or personal health data 

4 Covered purpose Contact tracing and social 
distance compliance 
related to COVID-19 

COVID-19 public health 
emergency 

Digitally notifying exposure 
to infectious disease 

Automated contact tracing for an 
infectious disease directly related 

to a state of emergency 
5 Collaborate with public 

health authority 
  

X 
 

6 Data Minimization X X X X 
7 Privacy policies X X X X 
8 Avoid secondary use  X X X 
9 Security  X X X X 
10 Non-discrimination  X X X 
11 Prohibitions X X X X 
12 Affirmative consent X X X X 
13 Right to revoke 

consent/opt-out X X  X (private sector only) 

14 Right to access    X (private sector only) 
15 Right to correct Report inaccuracies X   X (private sector only) 
16 Right to delete   X X (private sector only) 
17 Retention limitation X X X X 
18 Exemptions  X X X 
19 Preemption X   X (private sector only) 
20 Platform responsibility   X  
21 Reporting requirements X X X  
22 Enforcement FTC and state AG FTC and state AG FTC and state AG state AG 
23 Private right of action  X X X (public sector only, current law) 
24 Covers non-COVID data    X (private sector only) 
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Prepared for Senator Reuven Carlyle 
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RESOURCES 
Responsible Data Use Playbook for Digital Contact Tracing, FPF and BrightHive, July 21, 2020 

The playbook provides a series of considerations to assist stakeholders in setting up a digital 
contact tracing initiative to track and manage the spread of COVID-19, while addressing privacy 
concerns raised by these technologies in an ethical, responsible manner. 

Use of the Apple|Google exposure notification framework (A|G ENF), June 2020 
Public Health Informatics Institute provides a white paper to help state and local public health 
officials learn about the A|G ENF and decide whether to build and deploy a statewide app for 
uses to receive exposure alerts for enhanced COVID-19 contact tracing.  

COVID-19 contact tracing tools, TechCrunch, June 5, 2020 
Demonstration videos of 15 contact tracing tools sorted into three broad categories: 

(1) contact-tracing/exposure-notification applications using Google/Apple API
(2) contact-tracing/exposure-notification applications not using Google/Apple API
(3) personal-symptom-tracking applications

Digital Contact Tracing Technology, Congressional Research Service, May 29, 2020 
Overview and considerations for the implementation of digital contact tracing technology. 

Key aspects of location data, Future of Privacy Forum (FPF), May 22, 2020 
Infographic outlines how location data is generated from mobile devices, who has access to it, 
and factors to consider in evaluating privacy risks. 

MIT Technology Review: COVID Tracing Tracker Project, May 7, 2020 
A database to capture details of every significant automated contact tracing effort around the 
world. Database - read-only (Last updated on July 9, 2020) 

STATE LEGISLATION 
In 2020, legislation related to contact tracing and privacy have been introduced in at least eight states. 
Kansas enacted legislation and in New York legislation has been sent to the governor. 
Broad list of all contact tracing bills, NCSL, June 15, 2020 

RECENT PUBLICATIONS 
o Data privacy laws collide with contact tracing efforts; privacy is prevailing, Thomson Reuters

Regulatory Intelligence, July 21, 2020 
o Security flaws found in South Korea quarantine app, The New York Times, July 21, 2020
o Contact Tracing Apps Aren't Going to Solve the Pandemic, Governing, June 15, 2020
o Apple and Google impact on COVID-19 app development in Europe, Politico EU, May 16, 2020
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https://playbooks.brighthive.io/contact-tracing/
https://fpf.org/2020/07/21/fpf-brighthive-release-playbook-to-create-responsible-contact-tracing-initiatives-address-privacy-ethics-concerns/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fphii.org%2Fsites%2Fdefault%2Ffiles%2FDT4CT%2520White%2520Paper_6.30.20-v2.pdf&data=02%7C01%7CAngela.Kleis%40leg.wa.gov%7Ceb787f5e955444976fa408d82cbe1d3b%7C848b0e6c94894d83b31e4fde99732b09%7C0%7C0%7C637308542334827289&sdata=zIEbtPrnyAjLu3yz%2B4DaExUOAOSBXKTBs0D4zMjTXm8%3D&reserved=0
https://techcrunch.com/2020/06/05/demonstrating-15-contact-tracing-and-other-tools-built-to-mitigate-the-impact-of-covid-19/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcrsreports.congress.gov%2Fproduct%2Fpdf%2FIF%2FIF11559&data=02%7C01%7CAngela.Kleis%40leg.wa.gov%7C0fcd12c0ef164d86b8c008d82fecd5b2%7C848b0e6c94894d83b31e4fde99732b09%7C0%7C0%7C637312041689295809&sdata=6800otVZq0v%2B%2F22I%2BcrewChbF0elt3J2R0GbQzox7H8%3D&reserved=0
https://fpf.org/2020/05/22/new-infographic-illustrates-key-aspects-of-location-data/
https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/
https://docs.google.com/spreadsheets/d/1ATalASO8KtZMx__zJREoOvFh0nmB-sAqJ1-CjVRSCOw/edit#gid=1464910624
https://www.ncsl.org/Portals/1/Documents/Health/1-NCSL%20Memo_COVID-19-Contact-Tracing-Legislation_6.15.20.pdf
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.reuters.com%2Farticle%2Fbc-finreg-data-privacy-contact-tracing-idUSKCN24M1NL&data=02%7C01%7CAngela.Kleis%40leg.wa.gov%7C0fcd12c0ef164d86b8c008d82fecd5b2%7C848b0e6c94894d83b31e4fde99732b09%7C0%7C0%7C637312041689305754&sdata=gHTNp8Q1KLBRwhbd9MnkYjlXKiF56LDBwa6UWNFApK4%3D&reserved=0
https://www.nytimes.com/2020/07/21/technology/korea-coronavirus-app-security.html
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governing.com%2Fnow%2FContact-Tracing-Apps-Arent-Going-to-Solve-the-Pandemic.html&data=02%7C01%7CAngela.Kleis%40leg.wa.gov%7C0fcd12c0ef164d86b8c008d82fecd5b2%7C848b0e6c94894d83b31e4fde99732b09%7C0%7C0%7C637312041689315725&sdata=YYJ6PCPgj1LyaZQyKCq4lvHUGljVM4mYdL6dCpfX%2BOY%3D&reserved=0
https://www.politico.eu/article/google-apple-coronavirus-app-privacy-uk-france-germany/
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2020 COVID-19 Contact Tracing Privacy Legislation 
As of July 24, 2020 


 
Summary: In 2020, legislation related to contact tracing and privacy have been introduced in at least 
eight states. Kansas enacted legislation and in New York, legislation has been sent to the governor.  
 
California 
CA AB 1782  
Personal Information: Contact Tracing 
Status: Pending 
Requires a business or public health entity offering technology-assisted contact tracing (TACT) to 
individual users to issue a public report, at least once every 90 days, containing certain information, 
including the number of individuals whose personal information was collected, used, or disclosed 
pursuant to TACT, the categories of information, and the recipients of that information, as specified. 
Prohibits a business or public entity from discriminating against a person on the basis of participation or 
nonparticipation in TACT, as specified. 
 
CA A 660 
Personal Information: Contact Tracing 
Status: Pending 
Prohibits data collected, received, or prepared for purposes of contact tracing from being shared with 
any entity other than a public health entity. Prohibits a law enforcement official from engaging in 
contact tracing, defines terms for its purposes. 
 
Hawaii 
HI HB 2572  
Privacy 
Status: Failed - Adjourned 
Prohibits the sale of contact tracing information without consent, modernizes "personal information" 
for the purposes of security breach of personal information law, amends provisions relating to electronic 
eavesdropping law, prohibits certain manipulated images of individuals. 
 
Kansas 
KS H 2016 (Special session) 
Governmental Response 
Status: Enacted 
Concerns the governmental response to the coronavirus pandemic in the state. Establishes the COVID-
19 contact tracing privacy act. Provides certain relief relating to the health, welfare, property, and 
economic security during this public health emergency. Makes appropriations for the current and 
upcoming fiscal years; provides limitations and restrictions on business and commercial activities; enacts 
the Coronavirus Response and Reopening for Business Liability Protection Act 



http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2019000A1782&ciq=ncsl&client_md=88b3f0381ab25f92ebdee2e9dd2387fb&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:CA2019000A660&ciq=ncsl&client_md=07d2460b8e98e695b910019e84020103&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:HI2019000H2572&ciq=ncsl&client_md=6e405edbb1636dd0c1d2c01ffc9958ce&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:KS2019010H2016&ciq=ncsl&client_md=a18a5d9f655ec578caa21533448c19ed&mode=current_text
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KS H 2016 
Governmental Response 
Status: Failed - Adjourned 
Enacts the COVID-19 contact tracing privacy act; relating to privacy of persons whose information is 
collected through contact tracing and the confidentiality of contact data; authorizing the secretary of 
health and environment and local health officers to establish and operate systems of contact tracing 
during the COVID-19 pandemic. 
 
Louisiana 
LA HCR 93  
Contact Tracing 
Status: Adopted 
Directs the governor to ensure that individual liberty and rights are protected as the state administers 
contact tracing, including by prohibiting location tracking, data mining and collection of personally-
identifiable information through contact tracing.  
 
LA HR 44  
Contact Tracing 
Status: Adopted 
Directs the governor to ensure that individual liberty and rights are protected as the state administers 
contact tracing, including by prohibiting location tracking, data mining and collection of personally-
identifiable information through contact tracing.  
 
Minnesota 
MN HB 4665  
Health Tracing 
Status: Failed - Adjourned 
Relates to health, prohibits mandatory contact tracing, prohibits health tracking of employees, classifies 
data, imposes civil penalties. 
 
MN SB 4500  
Grant for Serological Test for COVID-19 
Status: Failed - Adjourned 
Relates to public health, creates a Coronavirus disease 2019 testing and contact tracing bill of rights, 
establishes grants to small employers to assist in establishing Coronavirus disease 2019 testing for their 
employees, appropriates money. 
 
MN HB 164 b  
Contact Tracing 
Status: Failed - Adjourned 
Relates to health, prohibits mandatory contact tracing, prohibits health tracking of employees, classifies 
data, imposes civil penalties. 
 
New Jersey  
NJ AB 4170  
COVID-19 Data Contact Tracing Data Use Restrictions 
Status: Pending 
Restricts use of certain data collected for purposes of contact tracing related to coronavirus pandemic. 
 
  



http://custom.statenet.com/public/resources.cgi?id=ID:bill:KS2019010H2016&ciq=ncsl&client_md=a18a5d9f655ec578caa21533448c19ed&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:LA2020000HCR93&ciq=ncsl&client_md=4430d88695f3b36a0dc3ac4544e6cf36&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:LA2020000HR44&ciq=ncsl&client_md=a04bd3846c030aafcda6f846cd4c6cbc&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:MN2019000H4665&ciq=ncsl&client_md=a2f812414b4d1ce88aadeab88f640453&mode=current_text
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NJ SB 2539  
COVID 19 Pandemic Contact Tracing Data Use 
Status: Pending 
Restricts use of certain data collected for purposes of contact tracing related to Coronavirus disease 
2019 pandemic. 
 
New York  
NY AB 10500  (memo) 
Confidentiality of Contact Tracing Information 
Status: To Governor  
Amends the public health law in relation to the confidentiality of contact tracing information. Lists 
permissible purposes and provides for confidentiality of contact tracing information. Provides that a 
person or entity may only possess or use deidentified contact tracing information. Provides that no law 
enforcement or immigration authority may be a contact tracer and contact tracing information may not 
be provided to a law enforcement or immigration authority. 
 
NY SB 8327 
Protection of Privacy During Contact Tracing 


Status: Pending 
Protects people's privacy during contact tracing; relates to unlawful dissemination of contact tracing 
information and unlawful use of a surveillance drone and requires certain privacy measures be 
implemented in contact tracing applications. 
 
NY SB 8450  
Confidentiality of Contact Tracing Information 
Status: Pending 
Amends the public health law, in relation to the confidentiality of contact tracing information. Lists 
permissible purposes and provides for confidentiality of contact tracing information. Provides that a 
person or entity may only possess or use deidentified contact tracing information. Provides that no law 
enforcement or immigration authority may be a contact tracer and contact tracing information may not 
be provided to a law enforcement or immigration authority. 
 
Utah 
UT HB 5001 c  
Data Privacy and COVID-19 
Status: Failed 
Creates requirements for the collection, storage, use, and retention of certain electronic information or 
data by a government entity to investigate or control coronavirus, prohibits the collection of location 
information without clear and affirmative consent from the individual, requires a government entity to 
submit a contract to collect certain electronic information or data to the attorney general to certify that 
the contract meets the requirements, makes it a felony to enforce the requirements. 
 


 
LexisNexis General Terms and Conditions 


 



http://custom.statenet.com/public/resources.cgi?id=ID:bill:NJ2020000S2539&ciq=ncsl&client_md=3c2c84342e8c6b587fe488985cac0802&mode=current_text

https://nyassembly.gov/leg/?default_fld=&leg_video=&bn=A10500&term=0&Memo=Y&Chamber%26nbspVideo%2FTranscript=Y

http://custom.statenet.com/public/resources.cgi?id=ID:bill:NY2019000S8327&ciq=ncsl&client_md=b7425c1119c90a2a7c210a5c24a043f0&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:NY2019000S8450&ciq=ncsl&client_md=928d6157f0567020757fe380bcfdb1d0&mode=current_text

http://custom.statenet.com/public/resources.cgi?id=ID:bill:UT2020030H5001&ciq=ncsl&client_md=ebee14ba2b25fff4217488c3c916c962&mode=current_text

https://www.lexisnexis.com/terms/general.aspx

https://www.statenet.com/



SCS staff
File Attachment
NCSL Summary of Contact Tracing Privacy Legislation.pdf


	WPA 2021 DRAFT Overview
	Comparison of Privacy Legislation
	Comparison of COVID-related Privacy Legislation
	Automated Contact Tracing Information



